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Abstract— With the immense intensification of data storage, 
communication and hence sources of noise and interference, challenges 
for reliable storage and communication of data have been even more 
vital. A number of EDAC schemes are in use having their own merits 
and demerits and choice of any particular technique is basically a trade-
off between area, cost, performance, power and error correction 
capability. In this paper, we present a novel idea for improvement in the 
four-dimensional parity scheme by adding parity bits in another 
direction i.e. diagonal in opposite direction. This new scheme is intended 
not only to cope with the limitation of the existing scheme to correct triple 
bit scattered errors in various patterns but also correct adjacent four bit 
errors. 

I.  INTRODUCTION   

 
There has been an ever growing thirst for finding more reliable 

and efficient methods to detect and correct errors in data. This effort 
started from the very simple parity scheme, then, a number of 
scientists and engineers contributed to it by adding sophistication to 
achieve higher capability of error detection and correction. Some 
proposed new solutions and some modified already existing schemes 
to achieve better capability of error correction. But definitely, this 
improvement has been achieved at the cost of increased spatial and/or 
computational complexity. 

A parity bit is a bit that is added to data word to fix its weight 
(number of set bits) in a known state of either even or odd [1].  It is a 
very simple scheme however it can be used only to detect single or 
any other odd number of errors. An even number of flipped bits will 
make the parity bit appear correct even though the data is erroneous. 
Increment in overhead parity bits in various dimensions, or more 
comparisons on the decoder side, we can bring immense 
improvement in error detection and correction capability [2, 3, 4] .But 
definitely, this improvement is achieved at the cost of added spatial 
and computational complexity. 

Four-dimensional parity scheme has been presented in [5], which 
improves the error correction capability by introducing parities along 
diagonal in addition to the horizontal and vertical parities. This 
scheme can correct two and detect up to five errors. In [6], a method 
has been proposed to enhance the error correction capability of 
already existing four-dimensional parity scheme by manipulating 
software based error correction algorithm. Simply by adding some 
comparisons in the decoding algorithm, this modified scheme can not 
only correct all double bit errors but also triple bit adjacent errors. In 
case of triple bit scattered errors, however, this scheme is helpless.  

Working on the idea of adding more parity bits to correct more 
errors, the method presented in [7] improves the four-dimensional 
parity scheme by introducing diagonal parities in both forward and 
backward direction in addition to the horizontal and vertical parity. 
This scheme is capable of correcting removing all triple bit errors. 
However for correcting each error, the algorithm has to take one pass 
of the data and has to recalculate the parities and syndrome which is a 
bit time consuming. 

In [8], an FPGA based design has been presented that employs a 
combination of the method discussed in [7] and hamming code to cut 
down the time delay of [7]. This method can correct triple bit errors 
but with a limitation that only one error can be corrected in a 
particular line of the data block. 

In this paper, a method has been proposed for error detection and 
correction to protect the semiconductor memories against soft errors. 
The method is based on already existing Four-Dimensional Parity 
scheme. The scheme works on a block of data, for which horizontal, 
vertical, diagonal and cross diagonal parities are calculated at both 
encoding and decoding side. The scheme is intended to correct up to 
four bit adjacent error. Encoder and decoder have been implemented 
in virtex FPGA.  It is the extensive parallelism, spatial processing 
approach and abundance of hardware resources in FPGA that has 
made this design very time efficient. 

II. PROPOSED METHOD 

The proposed method is based on four-dimensional parity. 
Parities are calculated in horizontal, vertical, diagonal, (from top left 
to bottom right corner) and diagonal in the other direction i.e. cross 
diagonal (from top right to bottom left corner). The scheme is shown 
in Figure 1. 

 

Fig. 1. Complete four bit parity scheme 



Assuming a data block of size m x n, parities have been denoted 
such that  

•  Each of the horizontal parities H0, H1, H2, …, Hm-1 is the parity 
of every row in the data block. PH is single bit, which is parity over all 
horizontal parities. 

•  Every vertical parity V0, V1, V2, …, Vn-1  is the parity of every 
column in the data block. PV is parity over all vertical parities. 

•  Each diagonal parity D0, D1, D2, …, Dm+n-2  is the parity of 
every diagonal from top left to bottom right corner. Whereas PD is 
parity over all diagonal parities 

• Each cross diagonal parity DD0, DD1, DD2, …, DDm+n-2   is the 
parity of every diagonal from top right to bottom left corner. And PDD 
is another single bit, which is parity over all cross diagonal parities.  

A. Error Detection 

On the decoder side, any error in the data can be detected by 
recomputing all the parities. Every newly computed parity is 
compared with the corresponding already stored parity. This is 
achieved by performing XOR operation on the two, which not only 
indicates the number of errors in each parity line, but also indicates 
position of errors in each dimension. Any mismatch between the two 
indicates the occurrence of error. 

Symbols hn, vn, dn and ddn have been used to specify number of 
errors in horizontal, vertical, diagonal and cross diagonal parities 
respectively. And h1, h2, h3, h4 have been used to represent position of 
first, second, third and fourth error respectively in the horizontal 
parity line. Similar convention has been used for the set of location of 
errors in vertical, diagonal and cross diagonal parity lines as well. 

B. Error Correction Strategy 

This scheme is intended to address up to four bit errors. So as a 
first step, for each number of error (single bit, double bit, triple bit and 
four-bit), possible patterns of error that need to be corrected 
differently, were investigated. For example, in case of single bit error 
we can have only one pattern, in case of double bit error, we can have 
errors in same row, same column, same diagonal, same cross 
diagonal, or scattered errors. As we go to triple and four-bit error 
correction, the number of possible error patterns multiplies. Few 
pattern examples are given in Figure 2.  

Number of errors in each parity i.e. the set (hn, vn, dn and ddn) is 
used to differentiate every error pattern from the other. Once the 
exact pattern has been identified, correction of errors is straight 
forward. Due to page limitation of the publication, we have only 
discussed four bit error correction in this paper. 

 

Fig. 2. Few patterns for single, double, triple and four-bit error 

C. Four-bit error correction 

 

Consider the following simple cases shown in Figure 3. In the 
first case Figure 3 (a), all four data bits have been flipped in the same 
row. Parity error pattern would be (hn,= 0, vn = dn = ddn =4). In the 
second case Figure 3 (b), all four data bits have been flipped in the 
same column. Parity error pattern would be (hn = dn = ddn =4, vn = 0). 
In the third case Figure 3 (c), all four data bits have been flipped in 
the same diagonal. Parity error pattern would be (hn,= vn = ddn =4, dn 
= 0). In the fourth case Figure 3 (d), all four data bits have been 
flipped in the same cross diagonal. Parity error pattern would be (hn,= 
vn = dn =4, ddn = 0).  

 

              Fig. 3 (a)                         Fig 3(b)  

 

    Fig. 3 (c)                         Fig 3(d)  

Fig. 3.  Four bit error patterns in the same (a) row (b) column (c) 
diagonal (d) cross-diagonal 

Error patterns that differ from each other in terms of number of 
errors in parity lines, can be uniquely identified and corrected in the 
same way as double and triple bit error correction. However, number 
of parity error in each dimension, alone, is sometime not sufficient to 
correctly identify the exact type of bit flip pattern. As an example, 
consider the following two cases. 

 

Fig. 4. Four bit T-shaped error pattern 

 



In the first case shown in Figure 4, a four-bit, T-shaped error has 
been presented having two errors in each of the horizontal, vertical, 
diagonal and cross diagonal parity lines. But if we analyze a double 
bit scattered error case presented in Figure 5, the number of error in 
the set of four parities is exactly the same i.e. (hn,= vn = dn = ddn = 2). 

 
Fig. 5. Double bit scattered error pattern 

This situation leads to a conflict because two distinct bit flip 
patterns are having same set of parity errors. This conflict is present 
not only between the cases in Figure 4 and Figure 5, but also in the 
following three cases presented in Figure 6. 

In all three cases presented above, parity errors are exactly in the 
same number (hn,= vn = dn = ddn = 2). So a set of conditions is 
required to differentiate these five cases from each other. A careful 
analysis of the locations of errors in Figure 4 and Figure 6 (a), can 
reveal the following observations.  

Location of parity errors in Figure 4 and Figure 6 (a) follow a 
similar pattern i.e. errors in three of the parity dimensions i.e. 
horizontal, diagonal and cross diagonal parity lines are located at 
adjacent positions. Location of errors in vertical parity is one index 
apart. So a check (d2 – d1) = (dd2 – dd1) = (h2 – h1) = 1 & (v2 – v1) = 2 
can be a sufficient condition to identify this pair of cases from the 
rest. 

Parity errors in Figure 6(b) and Figure 6(c) also follow a similar 
pattern i.e. errors in three of the parity dimensions i.e. vertical, 
diagonal and cross diagonal parity lines are located at adjacent 
positions. Location of errors in horizontal parity is one index apart. 
So a condition given in Equation 1 can be sufficient to differentiate 
this pair of cases from the rest. 

(d2 – d1) = (dd2 – dd1) = (h2 – h1) = 1 

(v2 – v1) = 2           (1) 

The two cases in the pair Figure 4 and Figure 6(a) are still left to 
be distinguished from each other. For this distinction, we require a 
further nested condition, which can be; d1 = h1 + v1. If this condition 
is satisfied, it must be case in Figure 4, and if a condition, d2 = h2 + v2 

is satisfied, it must be the case in Figure 6(a). Exactly these two 
conditions can also discriminate case given in Figure 6(b) from that 
given in Figure 6(c). If the first condition (d1 = h1 + v1) holds, it the 
case in Figure 6(b) if second condition holds, it is case of Figure 6(c). 

Set of the bit flip patterns discussed above is just a single example 
of such conflicts. A number of other such conflicts have been 
resolved by finding conditions or sometimes nested conditions as 
well. Table I summarizes some of these cases. 

III. PERFORMANCE ANALYSIS 

Literature on error detection and correction codes is extremely 
wide. Plenty of work has been done and a number of schemes have 
been presented each of which has its own merits and demerits. In 
order to design a fault tolerant system, choice of any scheme depends 
upon the requirements of the system; probabilistic analysis of the rate 
of single event upsets and multiple-event upsets; required code rate, 
affordable bit over head and desired error detection and correction 
capability. And final selection is a tradeoff between these parameters 
to achieve optimum performance. 

 

 
 

 
Fig. 6. Rotations of Four-bit T-shaped error pattern. The figures are labeled as Figure 6 (a), (b) and (c) from left-to-right

A. Implementation 

A number of hardware platforms are available for 
implementation of error detection and correction schemes including 
microprocessors, microcontrollers, DSP processors. But this scheme 
has been implemented in Field Programmable Gate Arrays; the 
FPGAs. Plenty of hardware resources, extensive parallelism, 
reconfigurability and spatial processing are the key features that make 

FPGAs an attractive choice for implementation of such schemes 
[9].The FPGA selected for implementation is by Xilinx and the 
device is Virtex 4 XC4VLX15. 

B. RTL Coding and Simulation 

RTL coding for encoder and decoder has been done in Xilinx 
ISE Design Suit 12.3_1 software using Verilog HDL language. After 



RTL coding of encoder and decoder, these modules were tested for a 
wide range of fault cases using ISIM simulation software by Xilinx. 
A number of example cases for up to four-bit error pattern were 
tested and all the cases were successfully detected and 
corrected. 

C. Analysis 

1) Code rate and bit overhead Formulation 
 

Code rate and bit over head are very essential parameters to 
measure performance of any error detecting & correcting 
scheme. For a generalized block of size m×n bits, code rate and 
bit over head formulations for the modified four dimensional 
parity scheme are as follows; 

For a data block of size m×n, the total number of 
information bits will be a product of m and n. 

Number of information bits= m.n 

In m×n data block there are m horizontal parity bits, n 
vertical parity bits, (m + n - 1) diagonal parity bits and same 
number of cross diagonal parity bits and four additional bits 
that are acting as parity of parities. So total number of parity 
bits is given as; 

Number of parity check bits = m + n + 2(m + n -1) + 4 = 
3m + 3n + 2 

The total number of bits in a code block is the sum of 
information bits and parity bits and is given as follows; 

Total number of bits = m.n + 3m + 3n + 2 

By substituting these values in the formula given in 
Section 2, bit overhead can be found as; 

Bit Overhead =
Number of parity bits

Number of information bits  

= 
3m + 3n + 2

m . n  (2) 

The code rate can be formulated as; 

Code rate  =     
Number of information bits

Total number of bits   

=     
m . n

m.n + 3m + 3n + 2 (3) 

 
2) Code rate and bit overhead Calculations 
The previous discussion presents the bit overhead and code 

rate for a block of generalized size m×n. For a block of size 
8×8 assumed throughout this paper, values of these parameters 
come out to be; 

Bit Overhead = 
3m + 3n + 2

m . n  (4) 

=  78.13% 

Code rate =  
m . n

m.n + 3m + 3n + 2  (5) 

= 56.14% 

However values of these parameters are highly dependent 
on the size of the data block, if we go on increasing the block 
size, an increase in the code rate and decrease in the bit 
overhead can be observed. Table II illustrates this variation. 

 

Table II: Variation of Code Rate and Bit Overhead with 
increasing Block Size 

Data Block 
Dimension 

Number of 
Information 
Bits 

Number 
of Parity 
Check 
Bits 

Total Number of 
Bits 

Code Rate Bit 
Overhead

4 × 4 16 26 42 38.10% 162.5%

8 × 8 64 50 114 56.14% 78.13%

16 × 16 256 98 354 72.32% 38.28%

32 × 32 1024 194 1218 84.07% 18.95%

64 × 64 4096 386 4482 91.39% 9.42%

128 × 128 16384 770 17154 95.51% 4.70%

256 × 256 65536 1538 67074 97.71% 2.35%

 

These variations have been graphically illustrated in 
Figure 7. 

3) Error Detection and Correction capability 
This FPGA based decoder has been tested for a large 

number of fault injected patterns and simulation results have 
shown that all the patterns were recovered successfully. This 
decoder can resolve all the single bit, double bit, triple bit error 
cases and all the adjacent four bit error cases as well. So error 
correction capability of this scheme can be up to four bit 
adjacent error correction. 

Since ever growing development in the process technology 
has reduced the transistor geometries making it comparable to 
the size of radiations, so multiple bit upsets causing adjacent 
multiple errors are more common. In this paper, only adjacent 
four bit errors have been catered. 

It is assumed that errors in parity bits are less likely to 
occur therefore the four bits acting as parity of parities have 
been omitted without affecting the performance of the system. 
However errors in parity bits themselves can also be addressed 
by taking into account the system parities. 

 
Fig. 7. Performance of Scheme with increasing Block Size 

 
4) Computational Delay 



Estimated computational delay for the decoder has been 
found from the Xilinx ISE software. Synthesis report of this 
design has revealed that the computational delay for this design 
is only of the order of few nanoseconds. This means that a high 
scrubbing rate is possible using this scheme that make this 
design fit for even high speed RAMs. FPGA based 
implementation has made this design very time efficient. 

5) Hardware Resources Utilization 
 

The price paid for the reduced computational delay is the 
hardware resource utilization. As every comparison at the 
decoder side requires comparators and adding more 
comparisons will demand more hardware resources. 

However hardware resource utilization can be reduced by 
optimization of the decoder algorithm. Design for this FPGA 
based modified four dimensional scheme can target most of the 
FPGA devices. However the device chosen for this design has 
been Xilinx Virtex-4 XC4VLX15. The code has been 
synthesized using XST (Xilinx Synthesis Tool) and device 
utilization summary is given in Figure 8 

   
Fig. 8. Device Utilization Summary 

 

It can be seen from this report that this design is occupying 
less than 40% resources of this device which makes it available 
for other applications. 

D. Comparison with other EDAC schemes 

In this section, performance of the FPGA based modified 
four dimensional parity scheme is compared with other EDAC 
schemes on the basis of code rate, bit overhead and error 
correction capability as shown in Table III. 

Table III. Comparison with other EDAC Schemes 

 
Sr # 

Error 
Correcting 

Method 

Number 
of 
informat
ion bits 

Number 
of parity 
check 
bits 

Total 
number 
of bits 

Code 
rate 

Bit 
Ove
rhe
ad 

Error 
Correction 
Capability 

 1 Two 
Dimensional 
Parity (8x8) 

64 19 83 77.11
% 

29.6
9%

Single error 
correction/block

 2 Four 
Dimensional 
Parity (8x8) 

64 32 96 66.67
% 

50.0
0%

Double error 
correction/block

 3 Golay(23, 
12, 7) 

12 11 23 52.17
% 

91.6
7%

Triple error 
correction/block

 4 BCH(31, 16, 
7) 

16 15 31 51.61
% 

93.7
5%

Triple error 
correction/block

 5 Modified 4D 
Parity(8x8) 

64 50 114 56.14
% 

78.1
3%

Four-bit error 
correction/block

 It can be seen that two-dimensional parity and four 
dimensional parities are better in terms of bit overhead and 
code rate. However their error correction capability is very 
small. Golay codes and BCH codes are superseded by the 
modified four dimensional parity scheme not only in terms of 
code rate and bit overhead but also in terms of error correction 
capability. However it must be remembered that this scheme 
does not claim mitigation of all four bit errors. Only adjacent 
errors have been focused in this piece of work. Code rate and 
bit rate comparison of the five EDAC schemes presented in 
Table III is illustrated in Figure 9. 

 
Fig. 9. Code Rate and Bit Overhead Comparison 

IV. CONCLUSION 

 
This piece of work presents FPGA based design of encoder 

and decoder for modified four dimensional parity scheme. This 
scheme can be an attractive choice due to its low bit overhead, 
high code rate, reasonably small computational delay and 
manageable hardware resource utilization. 

Encoder and decoder have been designed in generic manner 
by changing just a few parameters; this design can be extended 
to any block dimensions. Since instead of temporal processing, 
spatial processing approach has been adopted in the design of 
encoder and decoder, so increase in block size does not 
adversely affect the computational delay. The only thing that is 
affected is the hardware resource utilization which should not 
be a problem for modern FPGAs having millions of gate. 

In contrast to hamming code, this scheme is only applicable 
to block of memory. We have to encode and decode the whole 
block even if a single byte is required. So this scheme is more 
appropriate for the systems where instead of byte by byte 
processing, read and write operations are performed in blocks.  

 

 

 

 

 

 

 



TABLE I: Few possibilities of four-bit error 

Case 
Number 

Error 
Type 

Shape Parity Error Patterns Condition Nested Condition

   hn vn dn ddn  
1 Same row 

 

0 4 4 4 - - 

 2 Same 
column 

 

 

4 0 4 4 - - 

 3 Same 
diagonal 

 

 

4 4 4 0 - - 

 4 Same cross
diagonal 

 

 

4 4 0 4 - - 

 5 S Shape  

 

0 2 4 0 - - 

 6 4 Shape  

 

2 0 0 4 - - 

 7 Z Shape  

 

0 2 0 4 - - 

 8 μ shape  

 

2 0 4 0 - - 

 9 Box Shape
shape 

 

 
 

0 0 2 2 - - 

 10 T shaped
and its
rotations 

 

 

2 2 2 2 ((d2- d1) = (dd2 – dd1) = (h2 – h1) = 1) & (v2 – v1) = 2  h1 + v1 = d1

11  

 

    h2 + v2 = d2

 12 T shaped
and its
rotations 

 

 

2 2 2 2 ((d2- d1) = (dd2 – dd1) = (v2 – v1) = 1) & (h2 – h1) = 2  h1 + v1 = d1

13  

 

    h2 + v2 = d2

 
14 

L shaped
and its
rotations 

 
 

2 2 2 4 h1 + v2 = d1  col – 1- v2 + h1 = dd1

15 
 

 

    col – 1- v2 + h1 = dd2

 16 L shaped
and its
rotations 

 

 

2 2 2 4 h1 + v2 = d2  col – 1- v2 + h1 = dd1

17  

 

    col – 1- v2 + h1 = dd2
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